000 «CeTesble TeXHONOTMN» =
NpKyTCcK yn.KpacHokasauba 119-402
T/¢$ 3952/ 980020

www.seti38.ru info@seti38.ru

3¢ dpekmueHbie mexHonoz2uu 018 6usHeca!

CeTteBble TexHONOrnm

YTBEPKOAKD
O.A. Wnpsaes, Aupektop OO0 «CeTeBble TEXHONOTUNY
OBLLWE NONTOXKEHUA

MonuTnKa 06paboTKM NEPCOHANbHbIX AaHHbIX (Aanee — MonnTNKa) pa3paboTaHa B COOTBETCTBUM C
depnepanbHbiMm 3aKoHOM 0T 27.07.2006. No152-d3 «O nepcoHanbHbIX AaHHbIX» (aanee — ©3- 152).

HacToAawasn Monntuka onpegenseT nopAnoK 06paboTkn NnepcoHanbHbIX AaHHbIX U Mepbl NO
obecneyeHnto 6e30MacHOCTM NepCcoHaNbHbIX AaHHbIX B OO0 «CeteBble TexHoOrMM» (panee —
OnepaTop) ¢ Luenbto 3almTbl NPaB M cBOHOA, YeNOBEKA U rpaXKgaHMHa npu obpaboTke ero
NnepcoHanbHbIX AAHHbIX, B TOM YMCAe 3aLMTbl NPAB Ha HEMPUKOCHOBEHHOCTb YaCTHOM XU3HU, TNYHYIO U
CeMENHYI0 TalHy.

B Monntnke ncnonb3ytotca cnegytowme OCHOBHble NOHATUA:

dBTOMATU3NPOBaAHHAA o6pa60TKa NepCcoHaibHbIX AAaHHbIX — o6pa60TKa NnepcoHabHbIX AaHHbIX C
NnoOMoOLbIO CpeacTs BblYNCAUTENBHOM TEXHUKU;

6710KMpOBaHME NEePCOHabHbIX AaHHbIX - BOEMEHHOE NpeKpalleHre 06paboTKM NepCcoHanbHbIX AaHHbIX
(3a cknroueHnem cnydaes, ecnm obpaboTka HeobxoanMma ANA YTOYHEHWUA NEePCOHaNbHbIX AaHHbIX);

06e3nunBaHne NepcoHaNbHbIX AaHHbIX - AeMCTBUSA, B pe3y/ibTaTe KOTOPbIX HEBO3MOXHO ONpeaenunTb
6e3 1cnob3oBaHMUA AOMNONHUTENbHON MHGOPMALMM NPUHAANEKHOCTb NEPCOHANbHbIX AaHHbIX
KOHKPETHOMY Cy6beKTy NepcoHanbHbIX AaHHbIX;

06paboTka nepcoHanbHbIX AaHHbIX - Nt06oe AencTBme (onepauus) UAN COBOKYMHOCTb AeNCTBUIA
(onepauyuit), coBepliaembIx C UICNOb30BAHMEM CPEACTB aBTOMATU3aL MM AN Be3 UCMO/Ib30BaHMA TaKUX
CPeACTB C NePCOHaNbHbIMM AAHHBIMM, BKAOYasA cbop, 3anNncb, CUCTEMATM3aLLMIO, HAKOMAEHWE,
XpaHeHue, yTouHeHue (0bHoBNEHWE, USMEHEHUE), U3B/IEYEHWNE, UCMONb30BAHNE, Nepeaady
(pacnpocTpaHeHue, NnpesocTaBaeHne, 4ocTyn), obesnnunsaHne, 610KUPOBaHUE, yaaneHue,
YHUYTOXKEHME NepPCOHasIbHbIX AAHHbIX;

onepaTop - rocyAapCTBEHHbI OpraH, MyHULMNANbHbIN OpraH, lopuamyeckoe namn dpusmyeckoe aunLo,
CaMOCTOATE/IbHO WM COBMECTHO C APYrMMW AnLLaMM OpraHusyioLme 1 (Mnm) ocyulectsnstowme
06paboTKy NepcoHanbHbIX AaHHbIX, @ TaKkKe onpeaenaolLme Leam o6paboTKM NepcoHanbHbIX AaHHbIX,
COCTaB NepcoHasbHbIX AaHHbIX, NoAexalinx 0bpaboTke, AeicTBUA (onepauun), cosepliaemble ¢
NepCcoHanbHbIMU AaHHbIMU;

nepcoHanbHble AaHHble — Ntobana MHPOPMaLMA, OTHOCALLAACA K MPAMO UAN KOCBEHHO onpeaeseHHoMY
nnu onpegensemomy Gpusmyeckomy anuy (cybbekTy nepcoHanbHbIX AaHHbIX);

npegocTaBaeHMe NePCoHaNbHbIX AaHHbIX — AEWCTBMA, HaNpPaBAeHHbIe Ha PACKPbITUE NepPCOHaNbHbIX
[OaHHbIX onpeaenieHHOMY AnLY UAK onpeaeneHHOMY Kpyry auu;


http://www.seti38.ru/
mailto:info@seti38.ru

pacnpocTpaHeHne NepCoHaibHbIX AaHHbIX - LI,EI\;ICTBVIH, HanpaB/ieHHble Ha PaCKPbITUE NEPCOHA/IbHbIX
AaHHbIX HeEonpeageneHHoMy Kpyry amu Uam Ha o3HakomieHume C nepCcoHa/ibHbIMU AaHHbIMUA
HeorpaHM4YeHHoOro Kpyra a1ud, B TOM 4ynucne O6HapOAOBaHMe NnepcoHabHbIX AaHHbIX B CpeacTBax
MaccoBow MHd)OpmaLI,MVI, pa3melieHmne B VIH(I)OpMaLI,VIOHHO TeNEKOMMYHUKALUMOHHbIX CETAX UK
npeanocrtasieHne A0CTyna K NnepCoHa/ibHbIM AaHHbIM KaKMM-11MB0 MHbIM CI'IOCO6OM;

[BBeguTe TeKcT]

TpaHcrpaHM4YHana nepeaadya NepcoHabHbIX AaHHbIX - Nepegaya NepcoHasbHbIX AaHHbIX HA TEPPUTOPUIO
WMHOCTPaHHOrO rocyAapcTBa opraHy BAacTM MHOCTPAHHOIO rocyAapcTea, MHOCTPaHHOMY dU3MYecKomy
WU MHOCTPaAHHOMY HOPUANYECKOMY NNLLY;

YHUUTOXEHME NepCoHabHbIX AaHHbIX - AEACTBUA, B Pe3ybTaTe KOTOPbIX HEBO3MOMKHO BOCCTAHOBMUTb
cofepKaHune nepcoHabHbIX AaHHbIX B UHPOPMALMOHHOM CUCTEME NEPCOHANbHbIX AAHHbIX U (MAN)
pe3ynibTaTe KOTOPbIX YHUUTOMKAOTCA MaTepMaibHble HOCUTENU NEePCOHANbHbIX AaHHbIX;

KomnaHua o6sa3aHa onyb6/1MKOBaTb UK MHbIM 06pa3zom obecrneynTb HeOrpaHMYEHHbIM A40CTyN K
HacToAwwen MNonntnuke 06paboTKM NepPCoOHaNbHbIX AaHHbIX B COOTBETCTBMU c Y. 2 cT. 18.1. $3-152.

MPUHUMNBLI N YCNOBUA OBPABOTKN MEPCOHA/TbHbBIX AAHHbBIX MpuHumnbl 06paboTkm
nepcoHanbHbIX AaHHbIX

O6paboTKka NnepcoHanbHbIX AaHHbIX y Onepatopa OCyLLecTBAAETCA Ha OCHOBE CAeAYIOLWMNX NPUHLMMNOB:

orpaHmyeHme 06paboTKM NepcoHasibHbIX AaHHbIX AOCTUKEHUEM KOHKPETHbIX, 3apaHee
onpeaeneHHbIX 1 3aKOHHbIX Lenel;

e  COOTBETCTBME COAepXkaHunsa U obbema 06pabaTbiBaeMbIX MEPCOHA/bHbIX A@aHHbIX 3asiB/IEHHbIM
uenam obpaboTky;

e HeponyueHne 06paboTKM NepcoHaNbHbIX AaHHbIX, N36bITOYHbIX MO OTHOLLEHUIO K 3aABNEHHbIM
uenam mx obpaboTtku;

e YHWUYTOXeHMe NMbo 0be3nnYMBaHMe NePCOHAbHbIX AAaHHbIX MO AOCTUKEHUMN LeNen ux
06paboTKN UK B cnyyae yTpaTbl HEOOXOANMOCTU B AOCTUKEHUUN ITUX LeNen, Npu
HEBO3MOXHOCTU yCcTpaHeHa ONepaTopom AOMNYyLEeHHbIX HapyLLUEeHWI NepCcoHaNbHbIX AAaHHbIX,
€C/IM MHOEe He NpeaycmoTpeHo degepasibHbIM 3aKOHOM.

Ycnosua 06paboTKM NepCcoHanbHbIX AaHHbIX

OnepaTop Npon3BoguUT 06paboTKy NEPCOHAbHbIX AAHHbIX NPW HAMYUK NHOBOTo U3 CeayoLnX
YCNOBUIA:

L] o6pa60TKa NepcoHa/ibHbIX AaHHbIX OCYLWECTBNAAETCA C COrnacuma CY6'beKTa NepcoHa/ibHbIX
AaHHbIX Ha o6pa60TKy €ro NnepCcoHasibHbIX AaHHbIX;

e 06paboTKa NepcoHaNbHbIX AaHHbIX HEOBX0AMMA ANA AOCTUNKEHUSA Lenen, npeaycmMoTPeHHbIX
MeXKAyHapoAHbIM 0roBopom Poccuiickoit Geaepaumm amM 3aKoOHOM, /1A OCYLLECTB/IEHMA U
BbINO/IHEHUSA BO3/I0XKEHHbIX 3aKOHOAaTeNbLCTBOM Poccuiickoit deaepaumm Ha onepatopa
dYHKUMIA, NONHOMOYMI N 06s3aHHOCTE;



e 06paboTKa NepcoHanbHbIX AaHHbIX HE0bXx0AMMa ANA UCNONHEHMA A0r0BOPa, CTOPOHOM
KoToporo n1Mb6o Bbirogonpuobperatenem Uam NopyuynTenem, no KOTOPOMy ABAAETCA CyBbeKT
NepcoHaNbHbIX AaHHbIX, @ TaK}Ke ANA 3aKA0YEeHNA A0roBopa Mo UHULMATUBE CybbeKTa
NepCcoHaNbHbIX AaHHbIX MW AOrOBOPA, NO KOTOPOMY CyBbEKT NepCcoHasbHbIX AaHHbIX byaeT
ABNATLCA BbIro4OMNpPUOBPETaTENEM UAN NOPYUNTENEM;

e ocyuwecTeasetca 06paboTKa NepcoHaNbHbIX AaHHbIX, 4OCTYMN HEOrPaHUYEHHOIO Kpyra nL, K
KOTOPbIM NpeaocTaBaeH cybbeKTOM NepcoHanbHbIX AaHHbIX MM60 No ero npocbbe (ganee -
06L1eA0CTYNHble NePCOHabHble AaHHbIe);

e ocylecteaneTcs 06paboTKka NepcoHanbHbIX AaHHbIX, MOANEXKALLMX ONYBANKOBAHUIO MK
06s3aTeIbHOMY PACKPbITMIO B COOTBETCTBUU C degepanbHbiM 3aKOHOM.

KoHpUnAeHUMaNbHOCTb NEPCOHANbHbIX AaHHbIX

Onepatop 06a3aH He PacKpbIBaTb TPETbMM INLAM U HE PACNPOCTPaHATL NePCOHabHble AaHHble 6e3
cornacua cybbeKta NepcoHasbHbIX AaHHbIX, eCIM MHOE He NpeaycMOTpeHo deaepasnibHbIM 3aKOHOM.

O6LLI,€,LI,OCTVI'IHbIe NUCTOYHUKUN NepPCOHaIbHbIX AaHHbIX

B uensax nudopmaumoHHoro obecneveHna y OnepaTopa MOryT CO34aBaThCA 06LLEeA0CTYMNHbIE UCTOYHUKM
NepCcoHaNbHbIX AaHHbIX CYyBbEKTOB, B TOM YMC/E CNPAaBOYHUKN M agpecHble KHMIU. B obuieaocTynHble
WCTOUYHMKM NEPCOHA/bHbIX AaHHbIX C MMCbMEHHOrO COrlacua cybbekTa MOryT BKAOYAThCA ero pammans,
MM$, OTYECTBO, A4aTa U MECTO POXKAEHMA, A0NKHOCTb, HOMEPA KOHTAKTHbIX TesiedpOoHOB, agpec
3/1eKTPOHHOWM NOYTbI U MHble NEPCOHaNbHbIE AaHHble, CooblLaemble Cy6beKTOM NepPCcoHaNbHbIX AAHHbIX.

CeeneHuna o Cy6'bE‘KTe AO/TXKHbI 6bI1Tb B Nt0boe Bpema NCKNKoYeHbl U3 O6LLI,€‘LI,OCTyI'IHbIX NUCTOYHMKOB
NnepcoHa/IbHbIX AaHHbIX NO Tp€‘6OBaHVII'0 Cy6'bEKTa nmbo no peweHnto cyga Nan UHbIX YNOJTHOMOYEHHDbIX
rocygapcCTBeHHbIX OPraHoOB.

MPABA CYEBEKTA MEPCOHA/IbHbLIX JAHHDIX
Cornacue cybbekTa NepcoHanbHbIX AaHHbIX Ha 06PaboTKy ero NepcoHaNbHbIX AaHHbIX

CybbeKT NepcoHanbHbIX AaHHbIX MPUHUMAET peLleHme 0 NpeaoCcTaBAeHUN ero NePCOHabHbIX AaHHbIX U
[aeT cornacue Ha ux o06paboTKy cBo60AHO, CBOEN BOsel U B cBoeM NHTepece. Cornacne Ha 06paboTKy
NepPCOHaNbHbIX AaHHbIX MOXET ObITb 4aHO CyObeKTOM NEPCOHA/bHbIX AaHHbIX UKW €ro NPeacTaBUTENIeM
B Ntob60i1 no3BonAtowWen noaTBepaAnTb GaKT ero nosayvyeHma Gpopme, ecii MHOe He YCTAaHOBIEHO
denepanbHbIM 3aKOHOM.

06A3aHHOCTb NPEAOCTaBUTb A0KA3aTE/NbCTBO NOYYEeHNA cornacus cybbeKkTa NepcoHanbHbIX AaHHbIX Ha
06paboTKy ero NepcoHanbHbIX AaHHbIX UAW A0KA3aTeNbCTBO HA/MYMUA OCHOBAHWIA, yKa3aHHbIX B $3-152,
Bo3/araerca Ha Oneparopa.

MpaBa cybbeKTa NepcoHaabHbIX AaHHbIX

Cy6beKT nepcoHanbHbIX AaHHbIX MMEET NPaBo Ha noaydyeHne y OnepaTtopa nHGopmaumm, Kacatolenca
06paboTKM ero NepcoHaNbHbIX AaHHbIX, €C/N TaKOE NPaBo He OrpaHUYEHO B COOTBETCTBUM C
denepanbHbiMK 3aKoHaMU. CybbeKT nepcoHanbHbIX AaHHbIX Bipase TpebosaTb oT OnepaTtopa
YTOUYHEHWA ero NepcoHasbHbIX AAaHHbIX, UX BNOKMPOBAHUA AN YHUUTOKEHUA B C/lyYae, ecnu
nepcoHanbHble AaHHble ABNAIOTCA HEMOHbIMW, YCTaPEBLUNMMM, HETOUHBIMWU UAWN HE ABNAIOTCA



HeobXoAMMbIMW ANA 3aABAEHHON Lenm 06paboTKu, a TaKKe NPUHUMATL NPeayCMOTPEHHbIE 3aKOHOM
Mepbl M0 3almUTe CBOUX Npas.

O6paboTKa NepcoHaNbHbIX AAaHHbIX B LLeAX NPOABUKEHNUA TOBAPOB, PaboT, YCAYr Ha pbiHKe NyTem
OCYLLECTBNEHMA NPAMbIX KOHTAKTOB C NOTEHLMaNbHbIM NOTpebUTeNIeM C MOMOLLbIO

cpeAacTs CBA3U A0MNYCKaeTCA TOZIbKO Npu yCnoBUU nNpeaBapuUTesibHOro cornacua Cy6'b€KTa NnepcoHabHbIX
LaHHbIX. YKa3aHHaA o6pa60TKa NnepcoHa/IbHbIX AaHHbIX MPU3HAETCA OCyLLI,eCTBﬂHeMOﬁ 6e3
npeaBapuTesibHOro cornacua Cy6'bEKTa nepcoHa/ibHbIX AaHHbIX, eC/n OnepaTop He AO0KaXeT, YTO Takoe
cornacue 6bis10 noay4yeHo.

OBECMEYEHWME BE3OMACHOCTM NEPCOHAJIbHbBIX OAHHbIX

Be3sonacHocTb NepcoHanbHbIX AaHHbIX, 06pabaTtbiBaembix Onepartopa, obecneymBaeTcs peannsaumen
NPaBoBbIX, OPraHN3aLMOHHbIX U TEXHUUYECKUX Mep, HeobXoANMbIX Ana obecneyeHna TpeboBaHUi
denepanbHOro 3aKoHO4aTeNbCTBA B 061aCTM 3aWWMTbI NEPCOHA/bHbIX AaHHbIX.

[na npeaoTBpalleHmsa HeCaHKLMOHMPOBAHHOIO A0CTYNa K NepCcoHasibHbIM AaHHbIM OnepaTopom
NPUMEHSAIOTCA cleaytolwme opraHM3aLMOHHO-TEXHUYECKNE Mepbl:

L] Ha3Ha4YeHne JONXKHOCTHbIX 1L, OTBETCTBEHHbIX 3a OpraHn3auuto O6pa6OTKVI 1 3aWunTbI
NnepcoHa/ibHbIX AaHHbIX;

L] orpaHmn4yeHune coCtasa 1L, MMerLWKnx A0CTYN K NepCOHA/IbHbIM AaHHbIM;

e 03HaKom/eHMue cybbekToB ¢ TpeboBaHMAMMU deaepanbHOro 3aKOHOAATENbCTBA M HOPMATUBHbIX
A0oKymeHTOB OnepaTtopa no 06paboTKe 1 3amUTe NepPCcoHaNbHbIX AaHHbIX;

e OpraHuM3auumA yyeTa, XpaHeHuA 1 obpalleHns Hocutenen MHpopmauuu;

onpeaeneHue yrpo3 6e30nacHOCTU NepcoHasibHbIX JAaHHbIX NPU UX 06pPaboTKe,
dbopmMmmpoBaHMe Ha X OCHOBE MOAENEN YTrpos;

e pa3paboTKa Ha OCHOBE MOAE/N YTPO3 CUCTEMbI 3aLLMTLI NEPCOHA/NbHBIX AaHHbIX;

e pPOBEpKAa rOTOBHOCTU U 3PPEKTUBHOCTM UCMOJIb30BAHUA CPEACTB 3aWmTbl MHGOPMaLMK;

e  pasrpaHuWYeHue JocCTyna nosib3oBaTesneit K UHPOPMALMOHHBIM pecypcam U NPorpammHoO-
annapaTHbIM cpeacTBam 06paboTkn nHbopmaunu;

e  perncTpaumsa u yyet AencTBuiA Nosib3oBaTesneli UHPOPMALMOHHBIX CUCTEM NEPCOHAJbHbIX
OaHHbIX;

e 1CMNONb30BaHME aHTUBUPYCHbIX CPeACTB, CPeACcTB 6TOKMPOBKN HECAHKLLMOHUPOBAHHOTO
[0CTyna U cpeacTs 3alMTbl NEPCOHANbHbIX AaHHbIX;

e MpUMeHeHMe B HeOHXOANUMbIX CIyHaAX CPEACTB MEKCETEBOIO IKPAHMPOBAHMSA,

O6HapYKEeHUA BTOPXKEHWUN, aHaNN3a 3aLUMLLEHHOCTU U CPEACTB KpUNTorpadmyeckom 3awmuTbl
nHpopmaymu.



3AKJTKOYUTEJIbHBIE MOJTOXKEHNA

MHble npaea n o6sa3aHHOCTM OnepaTopa, Kak onepatopa NepcoHasibHbIX AaHHbIX ONPeaenatoTca
3aKoHoAaTeNbcTBom Poccuiickont ®egsepaumm B 061acCT NePCOHaNbHbIX AAHHbIX.

HdonxHocTHble Anua OnepaTopa, BUHOBHbIE B HapYLEHUN HOPM, pPeryampyowmx 06paboTky 1 3awuTy
NepCcoHaNbHbIX AaHHbIX, HECYT MaTePMaNbHYIO, AUCUUNANHAPHYIO, aAMUHUCTPATUBHYIO, TPaXKAAHCKO-
NPaBoBYH UM YrONIOBHYIO OTBETCTBEHHOCTb B MOPAAKE, YCTAHOBAEHHOM dpeaepasibHbIMM 3aKOHaMMU.

[aTta: 05.11.2024
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